
•	 Check the email address. Is it slightly different from the 
usual company email address? Sometimes it can be just a 
letter different from the correct address. 

•	 Does the email or message request sensitive information? 

•	 Does it convey a sense of urgency? Hackers use this 
method to encourage a fast and unguarded response.

•	 Check links within emails before clicking on them. Do they 
look suspicious? Do you recognise the website url? 

•	 Do not click on any attachments that look suspicious, such 
as a zip file or executable file (.zip or .exe at the end of the 
file name).

•	 Does the wording of the email sound slightly unusual or 
unnatural?

•	 Do they request an unusual payment transfer? 
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